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Continuous Risk Assessment Process

' Reporting
» Executive Team routinely
discusses risk heat map and
changes to it
» Board Committees have
oversight of each key risk and

conduct risk discussions using
the risk scorecards

fumqation
‘ » Developed by risk owners
* Executive Team routinely

- discusses emerging risks, or
‘ escalation/recalibration of

existing risks and mitigating

activi

7+ Internal Audit plan

wa-aCross the business

» Compliance & IT risk assessments

» Questionnaires/surveys

« External Trends/Environmental
scans

» External sources

Risk
Identification

~ Assessment

* Impact on the organization

* Likelihood of occurrence

* Velocity - How rapidly the impact
will spread

* Mitigation Effectiveness — How well
is the risk being managed

* Risk profile prioritized into Tier 1 &
Tier 2 to provide focus
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Source: IIA
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llIA’s ‘Three Lines of se’
updated to stress collaboration

Previous Mode — Updated Model
The lIA's Three Lines Model
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Take a risk-based approach and analyze individual components

» Perform risk assessment and focus testing on critical and/or high-risk components
» Budget time and effort based on the assessed level of risk and/or opportunity

Design testing over key systems, processes, and areas deemed high-risk
+ Leverage a hybrid approach with virtual and onsite procedures as necessary

Consider the use of technology (i.e., computer assisted audit techniques, Artificial Intelligence, data visualizations)
Ensure the Plan does not ignore low-moderate risk areas

Pll)an ?.hould be reviewed regularly and updated in accordance with any changes in risk assessment and/or strategic
objectives == |
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Example Internal Audit Plan Example Risk Description R's';’:*::‘igng / mm

Information Security / Privacy Review IT/Cybersecurity High / Medium / Low (Insert Hours)
Third Party Risk Management Inadequate Risk Management Processes  High / Medium / Low Sept (Insert Hours)
Sub-recipient Monitoring Review Government Compliance High / Medium / Low Oct. (Insert Hours)
Insurance Coverage/Broker Review Lack of adequate insurance High / Medium / Low Oct. (Insert Hours)
Procurement Controls Fraud and Compliance High / Medium / Low Feb. (Insert Hours)
Vendor Risk Assessment Fraud and Third-Party Risk Management  High / Medium / Low Feb. (Insert Hours)
Site Visits — Health Check Ups Decentralized Structure High / Medium / Low Mar. (Insert Hours)
Labor Law Compliance Government Compliance High / Medium / Low Mar. (Insert Hours)
Business Continuity Incident Response and Disaster Recovery High / Medium / Low Apr. (Insert Hours)
afﬁggm:::‘)’"m“" \Eltiect IT/Cybersecurity High/Medium /Low  Apr. (Insert Hours)
ERM Maturity Assessments Inadequate Risk Management Processes  High / Medium / Low (Insert Hours)

(Insert
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Internal Audit is objective and may consist of subject matter experts across various areas of
operations.

Performance of Internal Audit procedures over the organization’s risk management activities and
the strategic planning process can assist in identifying process enhancements and improvements
in the risk management function.

« Internal Audit can perform a periodic (i.e., quarterly) review of the Strategic Plan, most recent
Risk Assessment and supporting Risk Register, and the Internal Audit Plan to assess the
alignment of activities and provide recommendations for changes/updates.

« Capability Maturity Assessments assist in defining the organization’s current and desired states.
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Benchmark
Benchmarking against peers,
frameworks and leading best practices

%

m

Simplify
If needed,
Sumplify the Process

Benchmark

' e
Through detailed reporting, Intemal Audit
4 can provide observations and
' _~| recommendations for potential process
e improvements, system/application

Internal Audit can assist in performing
benchmarks, Govemnance Satisfaction surveys,
and other proccdurcs to assess ERM program.

e

Conduct

Conduct Governance Sausfacuon

Surveys

Transform = enhancements, and other value-add solutions
Digitally transform the ERM

function: r.e. automated surveyvs

and data visnalizauon dashboards
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Risk Peccesses Fally Algned with Bosaes
Risk Peocesses Opaeszed for Effiomacy
Risk Opusszation Tied 5o Techoology

FUTURE STATE
‘2025) Masaged & Measurable: 4

* 3.5 Rurk Processes Astonmnon Connstent &

Complete
Toeadog of Complaace and Risk Mecnes
Risk Processes M d sod lmp _‘

Identfy goals and objectives
to aclueve the desired furure

CURRENT STATE state for the Enterprise Risk

(2022) g Management program. "‘”'“’ '
Xy 249

* INDUSTRY AVERAGE
| sy

Ioatial: |

Requuemenns Dedused
Rosk Pyocesses Ldennded
Rusk Tumoooesy & Theest Mates
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Expenses - Employee Analysis (cick to arill into cetaiis)

Top S Expanse Typas (% of Total) Employee Expense Types
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#1How we designed the process  #2 How we think the process runs #3 How the process actually runs
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Audit planning Audit reporting Follow-up
* Project templates  Auto-generate + Collaborate
and content libraries audit reports with auditees
« Document request  Report distribution + Share issues with
 Copy audit files for workflow other systems
cyclical or recurring « Auditee portal for « Store insights

engagements OO response tracking for future use
‘ O |
Oo

O|0|0 .
0|00
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Risk assessment Audit fieldwork / Audit wrap-up

* Risk based audit planning execution * Quality checks

+ Risk and control data - 100% sample testing * Audit programs
from third-party systems « Integration with automatically

» Reference historical Word, Excel and PDF stored in library for
audit data « Team-based workflow re-use

» Develop audit plans
mapped to resource

capacity D120 10" T | Valley 19/06/2023
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T h B - a ' I M PACT Identifying and Addressing Black Swans, Gray Rhinos, and White Elephants
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Source: James Lam

Disruption and the unexpected are now the norm for many industries. Accordingly,

more clarity is needed around framing the risk conversation in the C-suite and the
boardroom. D120 Y1 NV | valley 19/06/2023
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Traits of Emerging Risks

Lack of
Consensus

High Level of
Uncertainty

Source: RIMS Executive Report Emerging Rizks and £

Difficult to
Communicate

Emerging
Risks

Rizk Monag © 2010 s

Difficult to
Assign
Ownership

Systemic or
“business
practice”
issues

N
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Important Aspects of Digital Risk

Digital
Risk
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The ESG (Environment, Society, Governance) Problem

» No ESG Rating, no freedom to operate as before
» No access to capital, no ability to grow
» No millennial customers, major impact on market share

» No future, but ESG is an elephant, an alphabet soup of standards, and a minefield of
emerging rules and expectations

» ESG Fantasy Model that everything can be aggregated into one set of metrics
» Investors not happy with quality of ESG data or portfolio performance

» Boards, Executives and Management Teams need help....because>>>>>>>
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ESG Impacts on Organisations

* Boards are under pressure to:
* announce commitments to Net-Zero by 2050
* demonstrate good corporate citizenship/better ancestors to future generations

* Executives are under pressure to secure funding in an ESG influenced investor market
while:

* Attempting to deliver short-term results and prove long-term viability at the same
time
* Answering tougher, deeper, more challenging investor questions about the future

* Management Teams are under pressure to:
* Overcome fundamental differences in ESG standards, language, ways of measuring.
» Generate data driven, evidence based non-financial (ESG) actionable information
* Integrate unstructured qualitative data with structured quantitative data

D120 510" TN | Valley 19/06/2023
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Where Does ESG Fit in Risk Management

» Limited cross functional collaboration between risk and ESG
functionaries

» Opportunity to leverage more mature risk ID, assessment and
reporting processes already in place

» Opportunity to drive collaborative awareness to drive risk culture to
be more inclusive of ESG and the expand risk governance of risk

» Other opportunities include driving a common language, enhancing
org resilience, leveraging resources more efficiently and improve
disclosure sufficiency all of which improve risk profile.
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Where Does ESG Fit in Risk Management (cont’d)

» The evolution of Black Swan possibilities
» Increase in operational and product exposures
» Increasing risk to reputation/brand, intangible value and resilience

» Increased frequency of losses from ESG sources
» Some losses have been shown to have dramatic impact on market prices

» Misalignment between risk reporting and ESG reporting
» Overlapping challenges with risk quantification

» Shareholder capitalism being replaced by WEF endorsed
stakeholder capitalism

D120 510" TN | Valley 19/06/2023
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