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Allianz ()

The most important business risks in 2024: global
Allianz Risk Barometer 2024

Cyber incidents
Business interruption

Natural catastrophes

Changes in legislation and regulation

Macroeconomic developments 19%

Fire, explosion 19%
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THE IMPORTANCE <
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Attack Surface Expansion Leads to Exposures

Expanding Perirnete,.

vy

5 Social Media Q
Data Certificates/
A Domains T

B

Collaboration

N\odern Pel'imete,

~ t%
Identity gl Applications

Cloud
Workload

G

Cyber
Physical

36 ©2023 Ganner, Inc. andioritsaffiiates Allnghtsresarved. Garnerisa registered trademarkef Gartner, Inc. and ilsaffiliales. Ga rtne':

i= Commugen.



D'OPIND 11IN1 N0 O NNT'VIPINT .2

Ransomware
as a Service

Spam Botnet Ransomware Bulletproof Spam Botnet Ransomware Bulletproof
hosting, etc. hosting, etc.
l PEDDLERS J l PEDDLERS J
Ransomware Operator Raa$S Operator
| |
[ | 1
[
-
- oo =
e oo
- Ransomware Ransomwa Ransomware
Victims Affiliate A Affiliate B Affiliate C
I R P R e
2 P - -~
L ) B A amm s -
E an. o -_—
Victims Victims Victims
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World / Asia

Finance worker pays out $25
million after video call with
deepfake ‘chief financial
officer’

By Heather Chen and Kathleen Magramo, CNN
Published 2:31 AM EST, Sun February 4, 2024
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2023 Global Cybersecurity Workforce Gap

3,999,964 ......

EUROPE
NORTH
AMERICA 347,761
521,827 é
ASIA-PACIFIC
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LATIN
AMERICA

348,259
-32.5%

MIDDLE EAST
& AFRICA

111,801
-7.1%

2,670,316
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Which of the following have you experienced that you feel would have been
mitigated if you had enough cybersecurity staff?

(Showing top ten responses)

50%

45% (= = 38%

Not enough time Oversights in =} Misconfigured
for proper risk process and systems
assessment and procedure
management
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S&P Global
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- Relations
x
Energy o Q
Security 4
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Cyberattacks
‘ Climate Risk
Low Impact High Impact
COVID-19 Mutations,
Future Pan/Epidemics
Deglobalization NATO-Russia
§ . Direct Conflict
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The most important business risks in 2024: global
Allianz Risk Barometer 2024

Cyber incidents
Business interruption

Natural catastrophes

Changes in legislation and regulation

Macroeconomic developments 19%

Fire, explosion 19%
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50% Of CISOs Engage With Their Board at Least 4 Times per Year
Share of CISOs (%)

Frequency of engagement with the board

At least
quarterly

Annually 50%
10%

Semiannually
15%
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Figure 1 p

n721y9 qIn'y 1:n|-7
Time Spent on Repetitive IT Tasks L
How much time does your IT team A
spend on repetitive requests from
business stakeholders?

Fewer than two hours per week

=

Vs

. 2to 5 hours per week

. 5 to 10 hours per week

. 10 to 20 hours per week

. More than 20 hours per week

Data: InformationWeek survey of 120 IT professionals at companies with 500 or more employees, May 2022

i= Commugen.



niows nit

Which capabilities and characteristics are most important to your organization
when selecting a cybersecurity solution?

HIGH-FIDELITY ALERTS AND ANALYSIS 46.3%
ROBUST AUTOMATION FEATURES 41.1%
BEING A BEST-OF-BREED SOLUTION 32.6%
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Collaboration within
an Organization

Leadership Finance

Security
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(% tai Sassoani No-Code GRC Automation Platform i= Commugen.

Units »  Risks *  Assets »  Assessments - SCF Controls +  Compliance ~ My Tasks & Controls Powered By

% Qrganization %/ Business Unit %/ Department %/ Asset Name

Catastrophic
Extreme:1
Critical )

Major

Moderate High:2 — — Low:4

- - Minor —— _
o s
Insignificant 0 0 Moderate:1
Remote Highly Unlikely Unlikely Possible Likely Almost Certain
324

Risk Owner Quantity
Ongy Zisling 4
130 150 Tal Braun 4
Lior Abazon 1
25 32 25 Yitav Cohen 1
Application CS DoS Defacement Direct Access ICS DoS Malware Risk 1 Risk 231 Risk A Test Risk Unauthorized
exposures to DB Deletion
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